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Pulse Secure VPN
« CVE-2021-22893
+ CVE-2020-8260
- CVE-2020-8234
« CVE-2019-11510
« CVE-2019-11510

Fortinet

« CVE-2020-12812
« CVE-2019-5591
« CVE-2018-13379

QNAP
« CVE-2021-28799
- CVE-2020-36198

Log4)
« CVE-2021-45046

vCenter
« CVE-2021-2198

Atlassian
« CVE-2021-26084

ERHLHERE NS5

Citrix

« CVE-2020-8196
« CVE-2020-8195
« CVE-2019-11634
« CVE-2021-22941

Sonicwall

« CVE-2021-20016
« CVE-2020-5135
« CVE-2019-7481

Sophos
+ CVE-2020-12271

Microsoft Windows
« CVE-2019-0708

+ CVE-2020-1472

+ CVE-2021-31166

« CVE-2021-36942

Accellion
(ElcClophFIF)
« CVE-2021-2701

« CVE-2021-27104
« CVE-2021-27102
« CVE-2021-27103

Zoho Corp
+ CVE-2021-40539

Microsoft Exchange

+ CVE-2021-34523
« CVE-2021-34473
+ CVE-2021-31207
+ CVE-2021-26855

F5
« CVE-2021-22986
« CVE-202-5902

Sharepoint
+ CVE-2019-0604

Microsoft Office

« CVE-2017-0199

« CVE-2017-11882
« CVE-2021-40444

FileZen
+ CVE-2021-20655

Microsoft Azure
» CVE-2021-38647
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Hello Kitty 4.8%
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Suncrypt 4.8%
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1

{

{ "Es": "2821-11-BSTI11:27:51.@88725",
“from®t “"trampigimicodfauwmistial. onion®,
"to”: “hiogqimccodfausc kTt . onlon”,
“body®: “are you Chere P

{ “ts"r "2021-11-86T11:28:82,267373%;

"froa®: "braspiqinccolfauwsstal . onion™,

"ta®: "skippy@qImccodbauwe Stat . ondon®

“hadyT: TT did nat maan ta EUEP oA your toss feems T did nat PAT By ROLEARE SVePR
to yow. We do wunderstand the conseguences oF the situation. That s why we want Lo
nagotiate & solution with woul ALl T wag trylng to deliver g the meesags that we
are in a tough economlc situation and simply cannot pay your demand. I have spaken
to my management. They understand the situation and are willimg to pay. The money
we can afford i5 598,08808.88 USD. This 15 a huge amount for us. Please let ws Tiw a
deal.”
1
{

{ "ts®: "2021-11-86T11:28:19, 202666",

"froa” ! TtraapialisccodfalnaeRtet . omion”,

10" "ikippy@gimcoodsiuwcstat . ondon”®,

"Here are the guys you wWrate the blgger letter to yesterday.”

{ "ts570 "EBE1-11-BHTIl-2R:48, 7343247,
“frem": “tranpiglecielfaumcstat conlon®,
“to": “skippy@gimccodSauwcstmt. ondon®
"hady": "he Price ta unleck Lz

£2, 000 pog. "

[ "E87: "IRE1=11-BHTI1-ZWIRZ. ZTERIE™,
“from”! Ttramp@qimcodfauws stet, ondon”,
“o": "skippy@qgimccolSauwe suat . onion”,

“hody”: "we need to ralse theldr price To 1,5kk ag least”
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{ [6: 2022525 DContilc
{ "ts7: "2022-82-23IT12 50 43 2044287, & BIBIE(EEADER)

Efrom™ i " punb el 1eE ¢ o 5w SEET . dalan®

“to™1 “skippyigIsccolSauwstet . ondon”

“body”: “We are very upset that you don’t bellewe In the Fulflllsent of our
conditions, First of all, we appreciate and value our reputation (aboul wui and
on the fulfillsent of our apreesents you can find & let of Information ln the
Interret). This is the sain thing. But you will wnderstand this when we sake the
deal. The fecond one, we will expladn you 3 little Bit desper about amount: The
fontl has & big legal department and it chedks all the possible data ard Sources to
entablish an appropriasbe assunk, Be check your anfual Encose, the value of
materials [you have a lot of SENSETIVE ard PRINVATE fFiles, Military bBufgpet and 3o
on), etc.
Also, please don"t forget about the decryption software and Our BXPeNEeE.
Therefore, Baiing on all the info, we %8t a 5K asount for & payssenat, FYI, every our
client i sdked Lo pay thic fum, wou are not umigue. But comiidering your situdtion
wg Can glve you wery big disount - 20%. Now our price for you i FBkik.~
5

’/zpaloall:0® ‘ (ZUNIT 42 2025 4L7c7RELE- b

NETworks |/ eveawoauonemwoncs




[ ]
03|5YHLY T HIb—TDi5H

Revil (B4 Sodinokibi)

REvil/Sodinokibil. 2021EI(R2BBITERE > L7 JIV—TT. RLEREof:
2020 D SEEIDPRIETLE L e, BHD221EA VYTV LARVR T—RITEB E.
DT IV—TDPEIOFEREERTEILH2205 FIVT Lz, Thnld. 2020F(cRESRI T
DT IV—Tm0488,928.52 FIVDOFHEREERBELVEIEZDICTHETLE, 2020F. 2D 5 IV—
TONENHREFREERTEIZI005 FIVT., 2021EDOREERTEIZ5405 FILT LT,

CDZVH LI T7DBEEICWEARXL—42, PINCHY SPIDERIZ. 2019F ¥ £ lcGandCrabA X
L—< 3 > %REvil/SodinokibilctTW & 2 % Lz, ZDEMRIE. $7,000DREICHT ZE5H
RONT7 74V IA PDREDFRBETHZEBDODNET., LHL. TOYIVERICLST. &
DTIW—TDEFERIE—VETLELAT L, EE. Kaseya VSARZDMD K LB ICHREET N
RBICEST. TOTINV—TRHRATRARICBLEEVS VYL IT #RXL—2EK5oTV
7,

ESREEREDTY

ESREEREDTFY

% 7z, REvil/Sodinokibild, & <IZ{EH XN TV SRaaSTa/NA ZD1DT, 5P E Nz a4
D—EDHNGZFERIL UTRZITM-> TVE T, BRNRGASEHIE. R Gl N e T —
ZAOFEELEVWTY, £z, HEEDBitcoinTHRNICSZHNb A - 72356, BUREEZ S8
ZTENEL B ET, HHEHEDPEREE DRV RBICIE CRWIGEIE. RIRNICEAT
T—R%ZV—27 YA MR LET,

ﬂUN ITA42 2025 9Ly 78ELE—

nnnnnnnnnnnnnnnnnnnnnnnnnn



https://unit42.paloaltonetworks.jp/ransomware-threat-assessments/7/
https://unit42.paloaltonetworks.jp/ransomware-threat-assessments/7/
https://www.zdnet.com/article/ransomware-suspected-revil-ransomware-affiliates-arrested/#:~:text=Romanian%20authorities%20have%20arrested%20two,European%20law%20enforcement%20agency%20Europol
https://www.zdnet.com/article/ransomware-suspected-revil-ransomware-affiliates-arrested/#:~:text=Romanian%20authorities%20have%20arrested%20two,European%20law%20enforcement%20agency%20Europol
https://unit42.paloaltonetworks.jp/revil-threat-actors/
https://unit42.paloaltonetworks.jp/revil-threat-actors/
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https://unit42.paloaltonetworks.jp/blackcat-ransomware/
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https://unit42.paloaltonetworks.jp/emerging-ransomware-groups/
https://unit42.paloaltonetworks.jp/emerging-ransomware-groups/
https://unit42.paloaltonetworks.jp/emerging-ransomware-groups/
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https://unit42.paloaltonetworks.jp/emerging-ransomware-groups/
https://www.ic3.gov/Media/News/2022/220204.pdf
https://unit42.paloaltonetworks.jp/gasket-and-magicsocks-tools-install-mespinoza-ransomware/
https://unit42.paloaltonetworks.jp/ech0raix-ransomware-soho/
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https://unit42.paloaltonetworks.jp/threat-brief-maze-ransomware-activities/
https://unit42.paloaltonetworks.jp/ransomware-threat-report-highlights/
https://unit42.paloaltonetworks.com/atoms/blackcat-ransomware/
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